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I. Project Overview 
Business Case 

● Assume that one or more hosts from the City of Pittsburgh have 
been compromised. 

● Existent defenses have failed to detect and prevent the intrusion. 

● Case scenario of an Advanced Persistent Threat – APT. 



I. Project Overview 

Project Objectives 

● Analyze and monitor historic and live network flow data in search 
for Indicators of Compromise (IoC). 

● Design, develop and document a process for the collection, 
detection, and analysis of IoCs 

● Recommendations to improve PGH’s security posture 



I.  Project Overview 

Project Outcome 

● Build network profile, find some interesting network activities. 

● Network Profiling Process 

● Search for Indicator of Compromise (IoC) Process 

● Information Security recommendations 

 



II. Business Processes 
Benefits of using BPMN v2.0 - Business Process Model Notation: 

● Standard from the BPMI (Not-for-Profit) 

● Uses flow diagrams to model complex business processes.  

● Provide a notation (syntax and semantics) that is easily 
understandable by all stakeholders 

● Promote the standardization of best practices between the 
organization.  

● Improve knowledge transfer.  



II. Business Processes 
Network Profiling Process 

Based on the recommendations from CERT’s 
Network Situational Awareness Team.  

Process purpose is to… 

- Create a network profile or network 
baseline 

- Increase the awareness of network normal 
activities and behavior 



II. Business Processes 

Process Initiation 

Process can start with any of this three events: 



II. BP - Network Profiling 

Identify the Monitored Address Space: 

● Active TCP connections;  

● Non-trivial amount of traffic on protocols other than TCP; 

● Aggregate individual hosts into populated network blocks;  

● Verify the list of active hosts 

Outcome: Active host list, network structure 

 

Network Structure: 

  205.141.128.64/27   | 4 

  205.141.129.0/27     | 4 

  205.141.129.32/27   | 8 

  205.141.129.64/27   | 3 

  205.141.129.160/27 | 9 

  205.141.129.192/27 | 6 

  205.141.188.0/27     | 5 

  205.141.188.160/27 | 1 

  205.141.189.0/27     | 5 

  205.141.189.160/27 | 1 

  205.141.190.0/27     | 10 

  205.141.190.32/27   | 2 

  205.141.191.224/27 | 1 

205.141.128.0/18       | 59 

TOTAL     | 59 Active 

Hosts 



II. BP - Network Profiling 

Catalog Common Services: 

● Top Network Protocols (in/out) 

● Top Services 

● Top Servers and Clients (Top Talkers) 

 



II. BP - Network Profiling 

Catalog the remaining hosts: 

Identify host with trivial amounts of traffic (host traffic is less 
than 1% of total protocol traffic) 

Outcome: Bottom Talkers. 

 



II. BP - Network Profiling 

Consolidated Network Profile 
(Baseline) 

● Update twice a year 

● Update if there is a big change in 
IT infrastructure. 

● Use the baseline to detect 
abnormal behaviors. 



III. BPM - Indicators of Compromise 

Search for Indicators of Compromise 
Process 

Continuous monitoring of network flows 
and anomaly detection.  

Process purpose is to identify… 
- Abnormal traffic volume 
- Unknown protocols and services 
- Covert communications. 
- Traffic to/from bad reputation hosts 



III. BPM - Indicators of Compromise 

Daily Report (Excerpt – April 22) 

 

Collect basic information about the event 

● Date / Time of the event 

● Event type 

● Protocol / Service 

● IP source and destination 

● Source or Destination Country Codes 

 



III. BPM - Indicators of Compromise 

Internal Host Profile 

● Hostname 

● Business Unit / Responsible / Owner 

● Related Business Service or Product 

● OS / Software Base 

● Risk Profile (Recommended) 

 

Related Events  

● Firewall 

● IDS/IPS 

● Antivirus Logs 

● ElasticSearch 

● Patch Management / SW Inventory 

● Vulnerability Management 



III. BPM - Indicators of Compromise 

External Host Profile 

● Hostname 

● Network Owner 

● Country 

● Risk Profile (Reputation) 

 

Possible reason for bad reputation: 

● Spammer, Proxy 

● Malware infected, Botnet 

 

Suggested Blacklist resources: 

● SANS - Suspicious domains 
https://isc.sans.edu/suspicious_domains.html  

● Spamhaus - ZEN DNSBL 
https://www.spamhaus.org/zen/  

 

 

https://isc.sans.edu/suspicious_domains.html
https://www.spamhaus.org/zen/


III. BPM - Indicators of Compromise 

Port/Protocol Profile 

● Identify the network protocol (TCP/UDP) 

● Identify what applications/malware use 

the port/protocol 

 

Suggested resource 

● TCP/UDP Port Activity 

https://isc.sans.edu/port.html  

 

https://isc.sans.edu/port.html


III. BPM - Indicators of Compromise 

Process Outcome: 

● Abnormal behavior and 

unknown events are 

analyzed and triaged.  

● Computer security incidents 

are reported. 

● False positives are used as 

feedback for the baseline. 
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III. Information Security Recommendations 

● Implement IT Governance to avoid rogue IT, and unsecure 

implementations. 

● Implement a VPN model for remote administration.  

● Update network profile every 6 months, or when major IT 

changes occurs 

● Subscribe to a reliable blacklist to flag off malicious IP 

addresses for further forensics 
 

 



III. Conclusions 

● Improved network situational awareness of City of Pittsburgh 

● Proposed a business process approach to improve the 

network security posture, analysis capabilities and 

knowledge transfer. 

● Proposed enhanced security configurations, and network 

design 

 
 

 



III. Recommendations - Network Forensics 



III. Recommendations - Network Forensics 



III. Recommendations - Network Forensics 



IV. Future Work 
● Automate IP analysis and malicious attribution 

● Automate blacklist queries and correlation with SiLK 

● Activate the internal SiLK sensor and profile the internal 
network. 

● Improve SiLK data visualization 



V. Lessons Learned 
● Applied acquired knowledge about Network Situational 

Awareness in a real-life scenario 

● Sought solutions from different perspectives and managed to 

combine different resources together to make critical 

decisions 

● Improved communication and project management skills 
 

 



Questions/Comments? 


