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|. Project Overview

Business Case

® Assume that one or more hosts from the City of Pittsburgh have
been compromised.

e Existent defenses have failed to detect and prevent the intrusion.

® C(Case scenario of an Advanced Persistent Threat — APT.
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|. Project Overview

Project Objectives

® Analyze and monitor historic and live network flow data in search
for Indicators of Compromise (loC).

® Design, develop and document a process for the collection,
detection, and analysis of loCs

® Recommendations to improve PGH’s security posture
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|. Project Overview

Project Outcome

e Build network profile, find some interesting network activities.
e Network Profiling Process

e Search for Indicator of Compromise (loC) Process

® Information Security recommendations
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1. Business Processes

Benefits of using BPMN v2.0 - Business Process Model Notation:
e Standard from the BPMI (Not-for-Profit)
® Uses flow diagrams to model complex business processes.

® Provide a notation (syntax and semantics) that is easily
understandable by all stakeholders

® Promote the standardization of best practices between the
organization.

® Improve knowledge transfer.
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ll. Business Processes
o
Network Profiling Process ST

Based on the recommendations from CERT’s
Network Situational Awareness Team.

Process purpose is to... —

- Create a network profile or network
baseline

- Increase the awareness of network normal
activities and behavior
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1. Business Processes

Process Initiation

Process can start with any of this three events:

IT Infrastructure’s
Major Change

Network Profile Baseline is

Request Start E 6 months old
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Il. BP - Network Profiling

Network Structure:

. 205.141.128.64/27 |4

Address Space Al\\félt\\l/solri’ 205.141.129.0/27 | 4

SIRIGHTTE 205.141.129.32/27 |8
205.141.129.64/27 |3

205.141.129.160/27 | 9

Identify Monitored

SiLK Data
Repository

]

Identify the Monitored Address Space: 205.141.129.192/27 | 6
. . 205.141.188.0/27 |5
® Active TCP connections; 205.141.188.160/27 : 1

205.141.189.0/27 |5
205.141.189.160/27 | 1
205.141.190.0/27 | 10
205.141.190.32/27 |2
205.141.191.224/27 | 1
205.141.128.0/18 |59

Outcome: Active host list, network structure LOTtAL | 59 Active
osts

e Non-trivial amount of traffic on protocols other than TCP;
® Aggregate individual hosts into populated network blocks;

e Verify the list of active hosts
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Il. BP - Network Profiling

To Top 10 - Inbound TCP Services (%Bytes)
R y Network
= . Protocols/
_— Services
; Catalog
SiLK Data Common Services
Repository =
..... Top
Clients/
Servers
Catalog Common Services:
e Top Network Protocols (in/out)
o Top Services mE0 w443 m 25 w37 w3380 81935 = 3080 w 3300 w1433 = 445

® Top Servers and Clients (Top Talkers
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Il. BP - Network Profiling

SiLK Data
Repository

Catalog Other
Remaining Hosts Network

Hosts

Catalog the remaining hosts:

Identify host with trivial amounts of traffic (host traffic is less
than 1% of total protocol traffic)

Outcome: Bottom Talkers.

Carnegie Mellon University



Il. BP - Network Profiling

Consolidate
Network Profile

Network
Profile
(Baseline)

Consolidated Network Profile
(Baseline)

e Update twice a year

e Update if there is a big change in
IT infrastructure.

® Use the baseline to detect
abnormal behaviors.
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I1l. BPM - Indicators of Compromise

Search for Indicators of Compromise
Process

Continuous monitoring of network flows
and anomaly detection.

Process purpose is to identify...

- Abnormal traffic volume

- Unknown protocols and services

- Covert communications.

- Traffic to/from bad reputation hosts
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I1l. BPM - Indicators of Compromise

SILK Daily Report (Excerpt — April 22
o) Daily Report  DalyReport (Excerpt = Apri 22)

283Mbps, 16:00

Total ;

¥ Search for

Network
Profile
(Baseline)

Abnormal Events ICMP ;

276Mbps, 16:00'

Anomaly Client Web Traffic i l
— Detected? : :
No
.‘_J Yes | Unknown Protocol/Service, Collect basic information about the event
End _l | Unknown Client/Server, e Date / Time of the event
O Abnormal Traffic (Volume) Event type
\ °
T e Protocol/ Service
mfo?meacﬁ Orf' ?r'gm Event's * P source and destination
Network Elows %Zst'; e Source or Destination Country Codes
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I1l. BPM - Indicators of Compromise

Internal _hosts

=
N-___—___/
Profile Internal
Internal :

Assets DB
‘-—________,/

Internal

Hosts Hosts
Profile

_—— @
N_____—_______/
7 Search for

FW/IDS/
AV/Logs Related Events
\_—__/

.«7\’esr

Abnormal Activity

Normal

Activity?
Normal R

Activity

Internal Host Profile

Hostname

Business Unit / Responsible / Owner
Related Business Service or Product
OS / Software Base

Risk Profile (Recommended)

Related Events

Firewall

IDS/IPS

Antivirus Logs

ElasticSearch

Patch Management / SW Inventory
Vulnerability Management
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I1l. BPM - Indicators of Compromise

External Hosts

(A)

DNS/Whois | [E
Profile External External
Hosts Hosts
' Profiled
Blacklist |
Blacklist

— ?
Not tNO

Blacklisted

o Blacklisted IP

S
IP
Reputation

o. Malware

=
Identify the reason
for blacklisted

Malware

LNO_..

Spam or Proxy

External Host Profile
e Hosthame
e Network Owner
e Country
e Risk Profile (Reputation)

Possible reason for bad reputation:
e Spammer, Proxy
e Malware infected, Botnet

Suggested Blacklist resources:

e SANS - Suspicious domains
https://isc.sans.edu/suspicious domains.html

e Spamhaus - ZEN DNSBL
https://www.spamhaus.org/zen/

Carnegie Mellon University



https://isc.sans.edu/suspicious_domains.html
https://www.spamhaus.org/zen/

I1l. BPM - Indicators of Compromise

. Unknown

‘¥ Protocol/Service
Port/Protocol Profile

e Identify the network protocol (TCP/UDP)

< -
Profile Port,

TCP/UPD Protocol
Activity

e Identify what applications/malware use

the port/protocol

Malicious
r ? Suggested resource

Not FNO l e TCP/UDP Port Activity
Malici v Port/Protocol
alicious ‘@Y Related to https://isc.sans.edu/port.html

7 Malware
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https://isc.sans.edu/port.html

®

I1l. BPM - Indicators of Compromise

N\, Port/Protocol
‘&' Related to Malware
| Process Outcome:
Activity Q%@ QO Maware e Abnormal behavior and

unknown events are
Analyze 1 Evert analyzed and triaged.

Consolidated Data Triage

&

e Computer security incidents
are reported.

Update

Baseline? @ False Positive S Incident

—

5 @
@ = e False positives are used as

R t .
L ‘ i e feedback for the baseline.

Request

Computer Security
Baseline Update

Incident Reported
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I1l. Information Security Recommendations

e Implement IT Governance to avoid rogue IT, and unsecure
implementations.

e Implement a VPN model for remote administration.

e Update network profile every 6 months, or when major IT
changes occurs

e Subscribe to a reliable blacklist to flag off malicious IP
addresses for further forensics
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I1l. Conclusions

® Improved network situational awareness of City of Pittsburgh

® Proposed a business process approach to improve the
network security posture, analysis capabilities and
knowledge transfer.

® Proposed enhanced security configurations, and network
design
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IIl. Recommendations - NetworkForensics

W biackist desination 20150324 13315 MS0cap Wreshrk 165 (SN ey 40420 fom furk: L] —— " ™ | T o

Fiter: tepastream eq 2

No. Source
5 205,141,129.33
6 205,141,129.33
7173.192.42.190

§173.192,42.190
9 205.141,129.33

Fle Edt View Go Capture Analyze Statistics Telephong Tools Intemals  Help

Budoy eExea dcs9TEFaqan §00%E

Destination

173,192,42,190
173.192.42.190
203.141,129.33
205,141,129.33
173,192,42.1%0

Bﬁpression... Clear Apply

Protocol ~ Length Info

TCP 78 14477 > http [SYN] Seq=0 Win=63535 Len=0 MS5=1190 WS=32 T5val=363768498 TSecr=0 SACK_PERM=1
TCP 78 14477 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1190 W5=32 TSval=365768498 TSecr=0 SACK_PERM=1

T4 http > 14477 [SN, ACK] Seq=0 Ack=1 Win=7240 Len=0 M5S=1460 SACK_PERM=1 TSval=2396202163 TSecr=36576
TCP T4 http > 14477 [SWN, ACK] 5eq=0 Ack=1 win=7240 Len=0 M5S=1460 SACK_PERM=1 T5val=2596202163 TSecr=36576
TCP 66 14477 > hetp [ACK] Seqsl Acksl Win=131200 Len=0 TSval=365768536 TSecr=2506202163
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IIl. Recommendations - NetworkForensics

Fibladdistdestination_mﬁﬁ}){izuﬁ%m Witk 165 O RevA0fomAunkls] e T g =

J Filter. tcp.stream eq3

No. Source
11 205,141,129, 33

12 205,141,129, 33
39 205.141,129.33
40 205,141,129, 33
64 205,141,129.33
65 205,141,129.33
68 205,141,129.33
69 205.141,129.33

SWANN EAXRE A9 T LB
BExpression... Clear Apply

Destination

54,210,77.57
54,210,77.57
54,210.77,57
54,210,77.57
54,210,77,57
54,210,77.57
54,210,77.57
54,210,77,57

File Edit View Go Capture Analyze Statistics Telephonx Tools Internals  Help

Qa0 @08% 8

Protocol

TCP
TCP
TCP
TCP
TCP
TCP
TCP

Length  Info
78 5644 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1190 WS=32 TSval=365773432 TSecr=0 SACK_PERM=1
78 5644 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1190 WS=32 TSval=365773432 TSecr=0 SACK_PERM=1
78 5644 > http [SYN] Seq=0 Win=65535 Len=0 M5S=1190 WS=32 TSval=365774432 TSecr=0 SACK_PERM=1
78 5644 > http [SYN] Seq=0 Win=65535 Len=0 M5S=1190 WS=32 TSval=365774432 TSecr=0 SACK_PERM=1
78 5644 > http [SYN] Seq=0 Win=65535 Len=0 M5S=1190 WS=32 TSval=365775433 TSecr=0 SACK_PERM=1
78 5644 > http [SYN] Seq=0 Win=65535 Len=0 M5S=1190 WS=32 TSval=365775433 TSecr=0 SACK_PERM=1
78 5644 > http [SYN] Seq=0 Win=65535 Len=0 M5S=1190 WS=32 TSval=365776433 TSecr=0 SACK_PERM=1
78 5644 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1190 WS=32 TSval=365776433 TSecr=0 SACK_PERM=1
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IIl. Recommendations - NetworkForensics

-
—ne
8 Follow TCP Stream S & a & ae Bl & & &8 Y

Stream Content

GET /adfscript/?bn=5618964;rtbpid=15;rtbinv=87;rtbwp=1.649- -
IxkZFII8VLFKBURHN7 aliMrxREC3TrwIif09938GhGy41;rtbr=erlangcluster@rtb-select021.us-
ec.adtech. com-11426687488162399_1;rtbcid=st0aBupyBsIitd2mHcObOeiaorIgnAxK70; rtbtpc=zQCHn
11zFwvhT-49ppnkLF3duXmZgvTi71Cw-7jZClvDeIjrSACYFw2; rtburl=wunderground. com; rtbcat=;rtbc
ur=qZ5h0Iosb-Al;rtbdata=jGzdmK4cC-

OF QUBa07mTFXK1yAf 9BOQRI SD_NGKbOI TmwC IyuQsS47VSkL 36q1 INGAH7b611DXKTKkhtN4dsJoZcNbgSxAjeyl
2v1IHZiSIPpdel AX3FQLWOWDC-0shQ2KDYm1azZz820pTyQX83TQZWogIiuwYqI2uwvGXPI91TNOGQQZzMaeOmilBqqtQ
vhyEQe340S0SHSY1_F60uSMQRO-ZCgMN4iOTIBXgX0 HTTP/1.1

HosSt: a2.adform.net

connection: keep-alive

AcCcept: */*

User-Agent: Mozilla/5.0 (windows NT 6.1; wow64) ApplewebkKit/537.36 (KHTML, like Gecko)
Chrome/41.0.2272.101 safari/537.36

Referer: http://www.wunderground. com/cgi-bin/findweather /hdfForecast?query=15225&8vR=1
Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-us,en; g=0.8

cookie: C=1; Cid=8258165766403753259,0,0,0,0; uid=8258165766403753259

m

|

HTTP/1.1 200 OK

cache-control: no-cache, no-store, must-revalidate
Pragma: no-cache

content-Type: text/javascript; charset=utf-8
Content-Encoding: gzip

Expires: -1

vary: Accept-Encoding

Access-control-Allow-origin: *

P3P: CP=""NOI DSP COR NID CURa ADMa DEvVa TAIa PSAa PSDa OUR LEG NAV INT"”
Date: Tue, 24 Mar 2015 20:18:51 GMT
content-Length: 1051

i A A S S iG#).*..evelf.@...... R o el e
Entire conversation (6169 bytes) E
[ Eind |[ saveas || prnt |© asch EBCDIC Hex Dump C Arrays ® Raw

[ Filter Out This Stream ] [ Close ]




V. Future Work

e Automate IP analysis and malicious attribution

e Automate blacklist queries and correlation with SiLK

e Activate the internal SiLK sensor and profile the internal
network.

® Improve SiLK data visualization
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V. Lessons Learned

e Applied acquired knowledge about Network Situational
Awareness in a real-life scenario

® Sought solutions from different perspectives and managed to
combine different resources together to make critical
decisions

® Improved communication and project management skills
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Questions/Comments?
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